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1 QUY DINH CHUNG

1.1 Pham vi diéu chinh

Quy chudn nay quy dinh cAc mirc gi¢i han cac dac tinh ky thuat mat ma cta san
phdm mat ma dan sw, hé thdng bdo mat s& dung cdng nghé VolP/WebRTC phuc vu bao
vé thdng tin khéng thudéc pham vi bi mat nha nwéec.
1.2 Déi twong ap dung

Quy chudn nay ap dung ddi v&i cac té chirc, ca nhan kinh doanh va st dung san
pham mat ma dan sy dé bao vé thdng tin khéng thudc pham vi bi mat nha nuéec.
1.3 Tailiéu vién dan
TCVN 12213:2018 (ISO/IEC 10116:2017) Cong nghé thdng tin - Cac ky thudt an toan - Ché
dé hoat dong cua ma khoi n-bit.
TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) Cong nghé thong tin — Cac ky thuat an toan
— Thuéat toan mat ma — Phan 3: Ma khoi.
TCVN 12214-3:2018 (ISO/IEC 14888-3:2016) Cong nghé thong tin - Cac ky thuat an toan -
Chir ky s6 kem phu luc - Phan 3: Cac co ché dwa trén logarit roi rac.

TCVN 12214-2:2018 (ISO/IEC 14888-2:2008 va dinh chinh ky thuat 1:2015) Cong nghé
thong tin - C}éc ky thuat an toan - Ch ky so6 kem phu luc - Phan 2: Cac co ché dua trén
phan tich sé nguyén.

TCVN 11816-3:2017 (ISO/IEC 10118-3:2004 with amendment 1:2006) Cong nghé thong tin
- Cac ky thuat an toan - Ham bam - Phan 3: Ham bam chuyén dung.

TCVN 12853:2020 (ISO/IEC 18031:2011 With amendment 1:2017) Cong nghé thong tin -
Ca&c ky thuat an toan - B9 tao bit ngau nhién.

NIST Special Publication 800-90A “Recommendation for Random Number Generation
Using Deterministic Random Bit Generators”, June 2015.

FIPS PUB 186-5 “Digital Signature Standard (DSS)”, Federal Information Processing
Standards Publication, Feb 2023.

FIPS PUB 202 “SHA-3 Standard: Permutation-Based Hash and Extendable-Output
Functions”, National Institute of Standards and Technology, August 2015.

1.4 Giai thich tte ngv

Trong Quy chuan nay, cac tlr nglr duwéi day dwoc hiéu nhw sau:

1.4.1. Théng tin khéng thudéc pham vi bi mat nha nwéc

La thdng tin khéng thudc ndi dung tin “tuyét mat”, “t6i mat” va “mat” dwoc quy dinh tai Luat
bao vé bi mat nha nwéc ngay 15 thang 11 nam 2018.

1.4.2. Mat ma

La quy tac, quy wéc riéng dung dé thay déi hinh thirc biéu hién théng tin nham bao dam bi
mat, xac thwc, toan ven cua ndi dung théng tin.

1.4.3. Mat ma dan sw

La ky thuat mat ma va san phdm mat ma dwoc s dung dé bao mat hodc xac thuc dbi voi
théng tin khéng thuéc pham vi bi mat nha nuéc.
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1.4.4. S&n pham mat ma dan sw

La cAc tai liéu, trang thiét bj ky thuat va nghiép vu mat ma dé bao vé thdng tin khdng thudc
pham vi bi mat nha nudc.

1.4.5. Hé théng VolP/WebRTC c6 bao mat

La mét giai phap truyén théng thoai va video chay trén nén Internet c6 s dung ky thuat mat
ma dé bao vé thong tin.

1.4.6. Ky thuat mat ma
La phwong phap, phwong tién c6 'ng dung mat ma dé bao vé thong tin.
1.4.7. Ma hoa

La phép bién déi kha nghich div liéu bdi thuat toan mat ma dé tao ra ban ma, nhdm muc
dich che gidu néi dung théng tin cta di liéu.

1.4.8. Giai ma
La phép toan nguoc véi phép ma hoa twong rng
1.4.9. Khéa

Day céac ky tw diéu khién sy van hanh cla céc thuat toan mat ma (vi du, phép ma hoa, giai
ma).

1.4.10. Mat ma déi xirng

La mat ma dwa trén ky thuat mat ma déi xirng, st dung cuing mét khda bi mat cho ca thuat
toan ma hoa va giai ma.

1.4.11. Mat ma phi déi xirng

La hé théng dwa vao cac ky thuat mat ma phi déi xing, & d6 phép bién dbi khoa cong khai
duwoc str dung dé ma hoa va phép bién dbéi khoa bi mat dung dé giai ma va nguwoc lai.

1.4.12. Ham bam mat ma

La ham thwe hién qua trinh bién mét dir liéu diu vao cé dd dai bat ky thanh mét chubi dau
ra dac trung c6 do dai cb dinh.

1.4.13. Ham ma xé&c thwc théng bao

La mot doan ma dwoc tao ra nham muc dich xac thue tinh toan ven va ngudn géc cuia thong
bao.

1.5 Chir viét tat

Chip viét tat Tén tiéng anh Tén tiéng viét

AES Advanced Encryption Standard ~ Tiéu chudn ma hoa tién tién

SFU Selective Forwarding Unit Pon vi chuyén tiép chon loc

CBC Cipher Block Chaining Mode Ché d6 hoat déng moc xich khdi ma



MCU

P2P

SFU
CCM
CFB
CTR

CTR_DRBG

DRBG

DSA

DTLS

EC

ECDSA

ECDHE

FIPS

PFS

FIPS PUB

GCM

Hash_DRBG

HDD

Multipoint Control Unit

Peer-to-Peer

Selective Forwarding Unit
Counter with CBC-MAC
Cipher Feedback Mode
Counter Mode

Counter - Deterministic Random
Bit Generator

Deterministic Random Bit

Generator

Digital Signature Algorithm

Datagram
Security

Transport Layer

Elliptic Curve

Elliptic Curve Digital Signature
Algorithm

Elliptic  Curve Diffie-Hellman

Ephemeral

Federal Information Processing
Standards

Perfect Forward Secrecy

Federal Information Processing
Standards Publication

Galois/Counter Mode

Hash Deterministic Random Bit
Generator

Hard Disk Drive
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B6 diéu khién da diém

Md hinh két ndi trwc tiép gitra céac
bén

DPon vi chuyén tiép chon loc

B6 dém véi CBC-MAC

B6 tao bit ngau nhién tat dinh dua
trén bd dém

B6 tao bit ng4u nhién tat dinh

Thuat toan chiv ky sb

Giao thic bao mat cho cac wng
dung truyén di&r liéu dang
“‘datagram”

DPudng cong Elliptic

Thuat toan ch ky sb dwa trén
dwdng cong Elliptic

Thuat toan trao ddi khoa tam thoi
dwa trén duwdng cong Elliptic

Tiéu chudn x{ ly théng tin lién bang
(Hoa Ky)

Coéng béb tiéu chuan xt ly théng tin
lien bang (Hoa Ky)

Ché d6 Galois/Bd dém

B6 tao bit ngau nhién tat dinh dua
trén ham bam

O dia cirng
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HMAC

HMAC_DRBG

HTTPS

ICE

KW

MQ_DRBG

MS_DRBG

MIKEY

NIST

NRBG

OFB

PBKDF2

PCAP
RFC
PSK

RSA

Hashed Message Authentication

Code

HMAC - Deterministic Random
Bit Generator

Hypertext
Secure

Interactive

Transfer  Protocol

Communication

Establishment

Key Wrap

Multivariate Quadratic
Deterministic Random Bit

Generator

Micali-Schnorr

Deterministic

Random Bit Generator

Multimedia Internet KEYing

National Institute of Standards
and Technology

Non-deterministic Random Bit

Generator

Output Feedback Mode

Password-Based Key Derivation

Function 2

Packet Capture

Request for Comments

Pre-shared Key

Rivest - Shamir - Adleman

Ma xac thwc théng bao dwa trén
ham bam

Bo tao bit ngau nhién tat dinh dwa
trén HMAC

Phién ban an toan cua giao thirc
truyén tai siéu van ban (HTTP),
duwoc st dung d& ma hoa di liéu
gitra trinh duyét web va may chu

Giao thirc dwoc cung dé thiét 1ap
phién media dwa trén UDP

Boc khoa

B6 tao bit ngAu nhién tat dinh bac
hai da bién

B6 tao bit ngau nhién tat dinh Micali
Schnorr

Giao thirc quan ly khéa dworc thiét
ké rieng cho cac &ng dung da

phwong tién thoi gian thye

Vién Tiéu chuén va Ky thuat qubc
gia (Hoa Ky)

B6 tao bit ngiu nhién bat dinh

Ché d6 phan héi dau ra

Ham dan suét khoa duwa trén mat
khau

Chup goi tin

DPé nghj duyét thdo va binh luan
Khéa chia sé truéc

Tén cta hé ma do ba nha toan hoc

Rivest, Shamir va Adleman sang
tao ra



SDES

SDP

SHA

SP

SRTP

SFU

TCVN

TURN

WSS

XTS

ZRTP

Session  Description
Security

Protocol

Session Description Protocol

Secure Hash Algorithm

Special Publication

Secure Real-time
Protocol

Transport

Selective Forwarding Unit

Traversal Using NAT Relay

WebSocket Secure

XEX-based tweaked-codebook

mode with ciphertext stealing

Zimmermann
Transport Protocol

Real-Time
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M6 ta bao mat giao thrc mo ta
phién

Giao thirc mé ta phién
Thuat toan bam an toan

An pham dac biét (Vién Tiéu chuan
va Ky thuat quéc gia Hoa Ky)

Giao thirc truyén tai thoi gian thuc
an toan

DPon vi chuyén tiép chon loc

Tiéu chuan quéc gia Viét Nam

Phién ban bao mat cda giao thic
WebSocket, si¢* dung ma hoa
TLS/SSL dé bao vé dir liéu truyén
qua két ndi hai chiéu gira may
khach va may chu

Ché d6 ma khdi hep

Giao thirc ma hoa dé bao mat cac
cuéc goi thoai va video trén internet
(VolP) bang cach thuwong lwong cac
khéa ma hoéa cho cac phién truyén
di liéu qua RTP
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2

QUY PINH KI THUAT

2.1 Yéu cau vé md hinh bao mat, an toan théng tin déi véi hé théng VolP/WebRTC

a) Yéu cau chung dbi véi mo hinh bdo mat

Hé théng VolP/WebRTC phai dwoc thiét ké theo mo hinh bao mat nhiéu I&p (defense-
in-depth), d&m b&o cac co ché bao vé duogc trién khai dong thdi & cac I&p chirc nang
khac nhau.

M6 hinh bao mat phai dam bao cac muc tiéu an toan théng tin co ban gdém tinh bi mat,
tinh toan ven va tinh sdn sang cua dich vu.

Céc co ché bao mat duwoc Iwa chon phai phu hop véi dac tha truyén thdng thdi gian
thwe, khéng gay anh huédng dén chat lwong dich vu thoailvideo.

b) Yéu cau vé tuan tha tiéu chuan va phap luat

Md hinh bao mat cla hé théng VolP/WebRTC phai phu hop véi cac tiéu chuan an toan
thong tin lién quan va quy dinh phap luat hién hanh tai Viét Nam.

Viéc tuan tha phai dwoc xem la mét phan khéng tach roi cla yéu cau an toan théng tin
téng thé ddi vai hé théng.

2.2 Yéu cau dam bao an toan quan ly khda déi véi hé théng VolP/WebRTC

Diéu khoan nay quy dinh cac yéu cau tbi thiéu va yéu cau budc ap dung nham bao

dé,m an toan quan ly khéa méat ma dung cho bao vé kénh thoai va kénh tin hiéu trong hé
thdng VolP va WebRTC, bao gébm co ché thiét 1ap khéda, lwu triy, s& dung, luan chuyén, thu

hoi,

giam sat va kiém soat van hanh.

2.2.1 Yéu cau ky thuat chung dam bao an toan quan ly khéa

- Khéa mat ma phai dwoc sinh bang bé sinh sé ngau nhién an toan vé mat mat ma
(Cryptographically Secure Pseudo-Random Number Generator — CSPRNG) (theo
quy dinh tai dieu khoan 2.9.6).

- D06 dai khéa mat ma phai phu hgp voi thuat toan mat ma dwoc siv dung va mere do
an toan yéu cau (theo quy dinh tai diéu khoan 2.9.1 dén 2.9.4).

- Nghiém cém st dung cac phwong phap sinh khoa thu cong, khda dinh s&n hodc cac
ham sinh s6 ngau nhién khéng bao mat trong qua trinh sinh khoa.

- Ban sao lwvu khda mat ma phai dwgc ma hoa bang co ché mat méa an toan theo quy
dinh tai diéu khoan 2.9.1.

- Vitrilwu tre tgén sao lwu khoa phai tach biét voi hé théng chinh dang van hanh, bao
dam giam thiéu radi ro dong théi bi xam pham hoac mat mat.

- Quyeén truy cap dbi v&i ban sao lwu khoa phai dwoc kiém soat chat ché, téi thiéu
twong dwong mirc kiém soat &p dung ddi véi khéa dang sir dung, bao gdm phan
quyén, xac thwe va ghi nhan nhat ky truy cap.

- Phai st dung cac bd khoa bi mat riéng biét déi véi cac méi trwdng phat trién
(development), th&r nghiém (testing/staging) va van hanh chinh thtec (product|on)
M&i muc dich st dung mat ma phai gan véi mét khéa twong rng va dwoc quan ly
doc lap trong subt vong ddi khoa.

2.2.2 Yéu cau dam bao an toan quan ly khéa déi v&i hé théng VolP

10

Déap (rng yéu cau tai Diéu khoan 2.2.1 va cac yéu cau dudi day:
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- Khoéng dwoc phép Iwu trir khdéa phién SRTP trén cac phwong tién lwu trir lau dai.
Trudng hop khoa SRTP bat budc phai dwoc lwu trir tam thedi trong bd nhé dé phuc
vu x& ly phién, can thyc hién xéa an toan khéa ngay khi cudc goi két thic hoac khi
phién truyén théng bi hay.

- Quyeén truy cap vao khoa, céu hinh bao mat va céac chtre nang giai ma media phai
dwoc phan quyén nghiém ngét theo nguyén tac ddc quyén téi thiéu.

- Héthéng phai thiee hién phan tach tdi thiéu cac vai tro sau trong quan tri va van hanh
lién quan dén, khda még ma: Van hanh hé, thong; Quan tri an toan thong tin; Biéu tra
va xt ly sy cO; Phat trién va bao tri hé thong.

- Moi hanh déng quan tri c6 anh hwdng dén khoa mat ma, bao gém cap phat, thay dbi,
thu hoi khoa hodac kich hoat cac che d6 g& roi (debug) lién quan, phai dwgc ghi nhan
day da va bao dam kha nang kiém toan theo quy dinh an toan théng tin cla to chirc.

2.2.3 Yéu cau dam bao an toan quan ly khéa déi véi hé théng WebRTC

DPap tng yéu cau tai Diéu khoan 2.2.2.

2.3 Yéu cau dam bao an toan ky thuat mat ma phuc vu bao mat tin hiéu diéu khién
2.3.1 Péi v&i hé théng VolP

a) Tin hiéu diéu khién trong hé théng VolP phai sir dung SIPS (SIP over TLS) véi
TLS 1.2 hoac TLS 1.3.

Truwong hop st dung TLS 1.2 can s&r dung mét trong cac bd mat ma sau:
TLS ECDHE RSA WITH AES 128 GCM SHA256;
TLS ECDHE RSA WITH AES 256 GCM SHA384;
TLS ECDHE ECDSA WITH AES 128 GCM SHA256;
TLS ECDHE ECDSA WITH AES 256 GCM SHA384;
TLS ECDHE RSA WITH CHACHA20 POLY1305 SHA256;
TLS ECDHE ECDSA WITH CHACHA20 POLY1305 SHA256;
TLS DHE RSA WITH AES 128 GCM SHA256;
TLS DHE RSA WITH AES 256 GCM SHA384.
Trwong hop st dung TLS 1.3, yéu cau:
- Khéng dwoc phép sir dung ché dé6 MAC-then-Encrypt (Non-AHEAD Ciphers).
- Khéng dwoc phép trao dbi khoa st dung thuat toan RSA.
- Khéng dwoc phép sir dung luvoc dé ky sé/ xac thwe RSASSA-PKCS1-vl 5.
b) Chirng thw va thuat toan khoa cong khai bao vé kénh truyén tin hiéu ap dung quy
dinh tai Diéu khoan 2.9.2.
2.3.2 P6i v&i hé théng WebRTC

a) Kénh tin hiéu diéu khién ctia hé thdng WebRTC phai str dung HTTPS hodc WSS
(WebSocket Secure), str dung TLS 1.2 hoac TLS 1.3 theo quy dinh tai Biem a Diéu khoan
2.3.1.

b) Kénh tin hiéu diéu khién phai dam bao tbi thiéu cac thudc tinh: xac thic may chd,
bi mat, toan ven va chong ha mlc an toan trong qué trinh két noi.

11
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c) Chirng thw va thuat toan khoa cong khai bao vé kénh truyén tin hiéu ap dung quy

dinh tai Biéu khoan 2.9.2.
2.4 Yéu cau dam bao an toan ky thuat mat ma phuc vu trao déi khda
2.4.1 B6i v&i hé théng VolP

a) Yéu cau ky thuat vé co ché thiét 1ap va trao dbi khéa SRTP

12

Hé théng VolIP phai ap dung mét trong cac co ché trao ddi khda theo thir tw mirc an
toan giam dan: DTLS-SRTP, ZRTP, MIKEY, SDES.

Déi v6i co ché trao ddi khéa DTLS-SRTP:
+ Chistr dung DTLS 1.2 va DTLS 1.3.
+ Trwdng hop st dung DTLS 1.2: St dung mét trong cac b mat ma sau:
TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH CHACHA20 POLY1305 SHA256
TLS ECDHE RSA WITH CHACHA20 POLY1305 SHA256
TLS ECDHE ECDSA WITH AES 256 GCM SHA384
TLS ECDHE RSA WITH AES 256 GCM SHA384
+ Trwong hop str dung DTLS 1.3:

e Bat budc phai st dung trao ddi khéa ECDHE véi cac duwéng cong manh co
mirc an toan twr 128 bit tré 1€n.

e X&c thuc danh tinh trong quéa trinh DTLS bét tay, s dung ECDSA thay vi
RSA.

e S{ dung mét trong cac bdé mat ma sau:
TLS AES 128 GCM SHA256
TLS AES 256 GCM SHA384
TLS CHACHA20 POLY1305 SHA256

Déi v&i co ché trao déi khda ZRTP:

+ Bat budc dung DHE hoac ECDHE.

+ Uutién ECDH, st dung cac duwdng cong manh nhw X25519, P-256 hoac P-384.
+ Bat budc ap dung co ché xac thuec.

Déi v&i co ché trao dbi khda MIKEY:

+ S dung co ché sinh ngau nhién trong thiét |ap khéa (theo quy dinh tai Diéu khoan
2.9.6).

+ S dung cap khoa cong khai/bi mat dé boc khoa chinh. Yéu cau chirng chi sb
(X.509) va thuat toan RSA (t0i thieu 2048-bit).

Déi v&i co ché trao dbi khda SDES:

+ Chi cho phép st dung trong hé théng cuc bd hodc hé théng phan tach tai ving
mang an toan.
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+ B&t budc ma hoa kénh tin hiéu bang TLS (SIPS).

+ Thiét lap twong Itra hodc ACL dé chi cho phép cac thiét bi dau cudi (IP Phone)
giao tiép véi may chia PBX, ngan chan cac thiét bi ngoai danh sach trong mang
néi bd quét hoac can thiép vao ludng thoai.

b) Yéu cau nghiép vu vé co ché thiét 1ap va trao dbi khéa SRTP
- Khong duworc tai str dung khoa phién gitra cac cuéc goi khac nhau.

- Heé théng phai c6 tinh nang tai két n6i kénh mat khi: Phién trao d6i khoa bj gian doan
hoac mat két noi; Can khoi phuc trang thai bao mat sau sy c6 an toan théng tin; Phat
hién bat thwong anh hwdng dén tinh toan ven hoac xac thyc ctia phién trao doi khoa.

- Hé théng phai c6 kha nang phat hién, ghi nhan va tt chdi cac phién thoa thuan khoa
SRTP khéng dap (rng day di cac yéu cau an toan quy dinh tai diéu khoan nay.

2.4.2 Pbi v&i hé théng WebRTC
Yéu cau bat budc vé giao thirc trao déi khéa cho media:

- Heé théng WebRTC phai &p dung co ché trao dbi khéa DTLS-SRTP, phién ban DTLS
1.2 tr& 1én.

+ Trwong hop str dung DTLS 1.2:
e S( dung mét trong cac bdé mat ma sau:

TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH CHACHA20 POLY1305 SHA256
TLS ECDHE RSA WITH CHACHA20 POLY1305 SHA256
TLS ECDHE ECDSA WITH AES 256 GCM SHA384
TLS ECDHE RSA WITH AES 256 GCM SHA384

+ Trwong hop str dung DTLS 1.3:

e Bat budc phai st dung trao dbdi khéa ECDHE véi cac dwdng cong manh co
mirc an toan tir 128 bit tré 1€n.

e XA&c thuc danh tinh trong qué trinh DTLS bét tay, st¢ dung ECDSA thay vi
RSA.

e S{r dung mét trong cac bdé mat ma sau:
TLS AES 128 GCM SHA256
TLS AES 256 GCM SHA384
TLS CHACHA20 POLY1305 SHA256
- Hé théng phai c6 tinh nang tai két néi kénh mat khi: phién DTLS bj gian doan hodc

mat két ndi; can khoi phuc trang thai bado mat sau sy ¢6 an toan thong tin; phat hién
bat thwdng anh huwédng dén tinh toan ven hoac xac thwc cta phién DTLS.

2.5 Yéu cau dam bao an toan ky thuat mat ma phuc vu bao mat tin hiéu thoai déi voi
hé thong VolP

- Phai bao vé tin hiéu thoai bang SRTP cho lubng RTP va SRTCP cho ludng RTCP.

- Bat budc s dung thuat toan mat ma tuan thd quy dinh tai Diéu khoan 2.9.1.
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2.6 Yéu cau dam bao an toan ky thuat mat ma phuc vu bao mat tin hiéu thoai/video
doi v&i hé thong WebRTC
- Phai str dung SRTP cho toan bd ludng thoailvideo.

- Bét budc s dung thuat toan mat ma tuan tha quy dinh tai Diém b Diéu khodn 2.9.1.

2.7 Yéu cau an toan nghiép vu mat ma
2.7.1 D6i v&i hé théng VolP
a) Yéu cau phan tach cac nhom vai tro

- Phai &p dung phan tach gitra cac nhom vai trd: Quan tri ha tang VolP (van hanh dich
vu); Quan tri an toan théng tin/mat ma (chinh sach, phé duyét thay ddi, kiém toan);
Diéu tra sy c6; Phat trién/tich hop rng dung.

- Khéng cho phép mét ca nhan/nhém nao duwgc ddng thdi cé toan quyén: truy cap kho
bi mat/khoa, trich xuat ban ghi cudc goi, thay déi cau hinh bao mat.

b) Yéu cau nghiép vu vé vong doi khda va théng tin bi mat

- Cac bi mat dai han (kh6a bi mat TLS, thong tin dang nhap thong tin may chu) phai
co: Co ché thay ddi dinh ky; Co ché thu hoi khan cap; Kiém soat phan phdi va cap
quyén st dung.

- Khda SRTP theo phién phai sinh mai theo tirng cudc goi, khdng lwu dai han, tw hay
khi két thac cuéc goi.

- Khi nghi ng& 16 bi mat, hé théng phai co tha tuc huy bé va thay thé rd rang va cé thé
thwc thi trong van hanh.
c) Yéu cau vé giam sat, canh béo:

- Hé thong phai giam sat, ghi nhat ky t6i thiéu cac thong tin sau: Léi xac thyc thong tin
tin hiéu diéu khién; Lbi thiét 1ap k&nh bao mat SRTP/DTLS; Thay dbi ciu hinh lién
guan mat ma.

- Phai thc hién kiém tra dinh ky va khéac phuc ngay khi phat hién: Cau hinh phién ban
TLS va bé mat ma; Chinh sach va ho so SRTP; Tinh trang ching thw (sap hét han,
bi thu héi).

2.7.2 P6i v&i hé théng WebRTC
a) Yéu cau phan tach cac nhém vai tro

- Phai phan tach té[thiéu cac vai tro: van hanh WebRTC, quan tri an toan thong tin/mat
ma, diéu tra sw co, phat trién/tich hop.

- Gi6i han quyén cho tirng thic thé, khdng cho phép mét the thé c6 toan quyén truy
cap vao kho lwu thdong tin bi mat, cau hinh DTLS/SRTP néu khéng c6 phé duyét va
danh gia.

b) Yéu cau nghiép vu vé khung cdu hinh mat ma ap dung:

- Lap danh sach “cho phép” va “cadm” cau hinh chong ha cap; khong cho phép bat cau
hinh yéu cho muc dich twong thich néu chwa phé duyét.

- Phai c6 ké hoach loai bd cac cu hinh yéu twong lai d6i véi cac thiét bi ci.
2.8 Yéu cau an toan djch vu may cha VolP/WebRTC
- May chi VolP/WebRTC phai 4p dung nguyén tac quyén téi thiéu cho moi tai khoan
dich vu va tai khoan quan tri.
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Truy cap quan tri phai thyec hién qua kénh quan tri riéng, gi¢i han theo IP/segment;
khéng quan tri truc tiép qua mang cong cong néu khdng cé cac giai phap kiém soat
twong dwong.

Khong dung tai khoan ding chung, moi truy cap quan trj phai gan v&i danh tinh ca
nhan va c6 kha nang truy vét.

Céc tai khoan dich vy khong duwoc c6 quyén rong hon nhu cau, cac thong tin bi mat
cua tai khoan dich vu phai dwgc quan ly nhw cac di liéu, tham s6 an toan mat ma.

May chi phai dwoc tang cuong bao mat téi thiéu: tat dich vu khong can thiét, cau
hinh twong Itra, giam sat hoat ddng may chu (host-based), gi¢i han cong mé, tat
dang nhap khéng an toan.

C6 quy trinh quan Iy ban va bdo mat cho hé diéu hanh (OS) va cac thanh phan
VoIP/WebRTC (SIP stack, media server, TURN server, reverse proxy).

Cau hinh bién dich va thye thi chuong trinh phai han ché bat ché d6 g& roi (debug),
khong bat theo déi mirc sdu mac dinh trén thiét bi.

Ban ghi/néi dung cﬂa‘céc cudc hoi thoai/di liéu phan tich (néu cé) phai dwoc ma hoa
khi lwu trir, phan quyén truy cap theo vai tro, va c6 thoi han lwu gile, x6a an toan.

Phai kiém soat viéc xuét dir liéu ghi am, nhat ky, bao c&o. Chi dwoc xuét khi co sw
phé duyét.

Nhat ky an ninh mang phai dwoc lwu triy tdi thidu 12 thang ké ti thoi diém phat sinh
sy kién, trie trrd'ng hop phap luat chuyén nganh quy dinh thdi han dai hon.

Nhat ky quan tri khoa mat ma phai dwoc lwu triy tdi thiéu 12 thang ké tw thoi diém
phat sinh sw kién, bao gdm céac hoat ddng tao lap, nhap, xuét, phan phéi, kich hoat,
st dung, thay dbi trang thai, sao lwu, khéi phuc, thu hdi va hay khoa, theo pham vi
chirec ndng cua hé thdng, thiét bi.

2.9 Yéu cau vé ky thuat mat mat

2.9.1 Thuat toan ma héa déi xirng

- Péi v&i hé théng VolP/WebRTC s&r dung mét trong cac thuat toan sau:

’ Kich Swr
STT | Thuattoan Cac che do cho thwoc dung Tham chiéu
phép st dung khoéa theo den
bit nam
1 128 bit 2030
> | Mkv-128 | CEMCTR.CEM, 1 9o it | 2030
XTS
. TCVN
3 256 bit 2035 142632024
4 GCM, CTR, CCM, 256 bit 2035
MKV-256 TS
5 384 bit 2040

! Ap dung tham chiéu dén tiéu chudn mai nhét treong hop cac tham chiéu dén trong muc nay da dwoc stra
dobi, bd sung, thay thé
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6 512 bit 2045
7 128 bit 2030 | [TCVN 11367-3],
8 192bit | 2030 | L[TCVN12213]
AES CFB, OFB, GCM, [SP 800-38E]
CTR, F8, CCM, XTS '
9 56 bit | 2035 | HEEE1619],
[SP 800-38D]
ChaCha20- .
10 Poly1305 - 256 hit 2035 [RFC 8439]
- Péi véi ma héa giadi ma div liéu thoai st dung thuat toan trong danh séch sau:
Céac ché d6 cho tr}ftf(:c St dun £
STT | Thuat toan phép ' WOUNg | Tham chiéu
> khéatheo | déen nam
st dung .
bit
1 128 bit 2030
2 MKV-128 GCM, CTR, CCM 192 bit 2030
3 256 bit 2035 TCVUN
4 256 bit 2035 14263:2024
5 MKV-256 GCM, CTR, CCM 384 bit 2040
6 512 bit 2045
7 128 bit 2030 [TCVN 11367-
3],
8 192 bit 2030
AES OFB, GCM, CTR, [TCVN 12213],
F8 [SP 800-38E],
9 256 bit 2035 [[EEE 1619],
[SP 800-38D]
ChaCha20- .
10 Poly1305 - 256 bit 2035 [RFC 8439]
2.9.2 Thuat toan chir ky s6
- Str dung thuat toan trong danh sach sau:
STT Thuat toéan Tham sé Str dung Tai liéu vién dan
dén nam
1 3072 bit < nlen < 7680 bit 2030 [FIPS 186-5],
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RSASSA- nlen > 7068 bit 2035 [RFC 8017]
PSS
7 ECDSA 256 bit < [p| < 384 bit 2030 [FIPS 186-5]
384 bit < |p| < 512 bit 2030 | [NIST SP 800-186]
Ip| = 512 bit 2035
3 EdDSA Ed25519 2030 [RFC 8032],
Ed448 2035 [FIPS 186-5]
4 ML-DSA ML-DSA-44; 2030 [FIPS 204]
ML-DSA-65; 2035
ML-DSA-87 2040
] oA . [FIPS 205]
5 SLH-DSA | SLH-DSA-SHA2-128[s/; 2035 NIST IR 85471
SLH-DSA-SHAKE-128]s/f]
SLH-DSA-SHA2-192[s/]; 2035
SLH-DSA-SHAKE-192[s/f]
SLH-DSA-SHA2-256(s/]; 2040
SLH-DSA-SHAKE-256(s/f]

2.9.3 Thuat toan bam

- Str dung thuat toan trong danh sach sau:

STT Thuat toan Str dung dén nam Tham chiéu

1 SHA-256 2030

> | SHA-384 2030 [TCVN 11816-3],
[FIPS PUB 180-4]

3 SHA-512 2035 [FIPS PUB 202]

4 SHA-512/256 2030

5 SHA3-256 2030

6 SHA3-384 2030 [FIPS 202]

7 SHA3-512 2035
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2.9.4 Ham ma xac thwc théng bao

- St dung ham ma xac thwc thdng bao trong danh sach sau:

STT Thuat toan Str dung dén nam Tham chiéu
1 | HMAC_SHA 256 2030
2 | HMAC_SHA_384 2030 [FIPS 198-1]
3 | HMAC_SHA_512 2035
4 | HMAC_SHA3 256 2030 (FIPS 198-1],
5 HMAC_SHA3 384 2030 [FIPS PUB 202]
6 | HMAC_SHA3 512 2035 [SP 800-107 Rev.1]
7 | Poly1305 2035 [RFC 8439]
2.9.5 Ham dan suét khoa
- S&r dung ham dan suét khda trong danh séach sau:
STT Thuat toan Str dung dén nam Tham chiéu
1 | PBKDF2 2035
2 | BCrypt 2035 [SP 800-132],
[RFC 8018]
3 | scrypt 2035 [RFC 7914]
4 | Argon2id 2035
2035 [RFC 5869]
5 HKDF
[RFC 5764]
2.9.6 B6 tao s6 ngau nhién
- Str dung b6 tao sb ngau nhién trong danh sach sau:
STT Thuat toan Co ché nén Nguén entropy Sw drln'Jénrg den
1 CTR-DRBG AES-CTR-128 > 256 bit N&m si¥ dung
) duoc tinh bang
2 Hash-DRBG SHA-512 = 256 bit

nam st dung
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HMAC-SHA-384 cda cac nguyen
3 HMAC-DRBG HMAC-SHA3- > 256 bit thuy mat ma
twong wng
256
SHA-256/ -
2
4 TRNG PHOTON 2 0,5 bits/bit 2035

2.10 Quy dinh vé an toan trong st dung

Néu hé théng c6 két ndi gitra 2 hay nhiéu dia diém qua VPN st dung cong nghé IPsec, TLS
thi ap dung cac yéu cau tai Thong tw 23/2022/TT-BQP ngay 04/4/2022 ban hanh quy chuan
ky thuat quoc gia ve dac tinh ky thuat mat ma st dung trong cac san pham mat ma dan sy
thudc nhém san pham bao mat luong IP s dung cong nghé IPSec va TLS va Théng tw so
07/2026/TT-BQP ngay 20/01/2026 ban hanh, stra doi quy chuan ky thuat quoc gia va danh
muc tiéu chuan ky thuat mat ma ap dung bat budc trong linh viec mat ma dan suy.

3 QUY PINH VE QUAN LY

3.1. Cac mirc gidi han cla dac tinh ky thuat mat ma néu tai Quy chuén nay la cc chi tiéu
chét lwong phuc vu quan ly chat lwong san phdm mat ma dan sy duwoc quy dinh tai Luat
An ninh mang ngay 10 thang 12 nam 2025.

3.2. Cdng bd hop quy va phwong thirc danh gia sw phi hop vai tiéu chuan, quy chuan ky
thuat theo Théng tw s 14/2026/TT-BKHCN ngay 09/4/2026 véi tiéu chuan, quy chuan ky
thuat, trong quy chuén nay dwoc thye hién theo phwong thirc 5 hoac phwong thire 7; Quan
ly céng bd hop quy dwa trén két qua chivng nhan cua td chire chirng nhan dwoc chi dinh
theo quy dinh cua phap luat.

3.3 D4u hop quy dwoc st dung truc tiép trén san pham hoac trén bao goi hodc trén nhan
gan trén san phdm hoac trong chirng chi chat lwong, tai liéu ky thuat ctia san pham.

3.4 Ban Co yéu Chinh phli xem xét thiva nhan két qua danh gia sy phd hop do t6 chirc
danh gia sy phu hop nwéc ngoai thue hién déi véi cac sdn phdm mat ma dan sw thudc
trach nhiém quan ly theo quy dinh.

4 TRACH NHIEM CUA TO CHUC, CA NHAN

4.1 Cuc Quan ly mat ma dan sy va Kiém dinh sdn phdm mat mé - Ban Co yéu Chinh phu
la co quan tiép nhan céng bé hop quy, kiém tra nha nwéc vé chat lwong sdn phdm mat ma
dan sw.

4.2 Céc t6 chire, ca nhan c6 hoat dong san xuét, kinh doanh san pham mat ma dan sy
thudc pham vi dieu chinh cda quy chuan nay c6 trach nhiém thuc hién cac quy dinh ve
chirng nhan, cdng bo hop quy va chiu sw kiém tra ctia co quan quan ly nha nwéc theo cac
quy dinh hién hanh.

5 TO CHUC THUC HIEN

5.1 Ban Co yéu Chinh pht gitp B trwdng Bd Qubc phong ra soét, stra dbi, bdé sung hoac
ban hanh thay thé quy chuan nay d& dam bao phu hop véi thuc tién va dap &ng yéu cau
quan ly.

2Bo sinh sé ngéuﬂnhién thwe (TRNG) phai str dung ngudn entropy vat ly, c6 gia tri min-entropy ctia div liéu
dau ra nguon nhieu tho khdng nhé hon 0,5 bit/bit, dwo'c danh gia theo phuong phap quy dinh tai NIST SP
800-90B hoac tiéu chuan twong dwong.
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5.2 Cuc Quan ly mat ma dan sw va Kiém dinh san phdm mat ma - Ban Co yéu Chinh pha
c6 trach nhiém hwéng dan, t6 chire trién khai quan ly ky thuat mat ma theo quy chuan nay.

5.3 Thanh tra, kiém tra san phdm méat ma dan sw dwoc co quan quan ly nha nwéc co thdm
quyén tién hanh dinh ky hang ndm hoac dot xuét.

5.4 Trong trwéng hop cac van ban quy pham phap luat quy dinh tai quy chuan ky thuat nay
c6 sw thay déi, b sung hoac duoc thay thé thi thwc hién theo cac van ban méi. Trong
trwdng hop céc tiéu chuadn dwoc vién dan trong quy chuan nay cé sy thay ddi, bd sung,
thay thé thi thwc hién theo hwéng dan ctia B6 Qudc phong./.
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